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1 Overview

Avenda Insight is an advanced application for use with the eTIPS Identity platform to deliver enhanced
analytics, in-depth reporting, and significant gains when addressing compliance and regulatory overhead.
The goal of this guide is to illustrate how easy it is for network managers to analyze authentication
information captured from eTIPS in order to generate customized reports.

Custom report templates provide the ability to track detailed authentication records, audit trails, systematic
reports on network-access trends, and generate reports that are compliant with regulatory and corporate
requirements.

Insight addresses the following criteria for reporting and compliance.
1. Consolidated reporting on various sources of data

Insight is capable of aggregating data from multiple eTIPS appliances, or, external stores containing
archived network access logs. It presents a powerful combination of near real-time analytics, as
well as the ability to look into the past to satisfy historical analysis and compliance needs.

2. In-depth analytics to mine data and generate trending reports

Insight uses a powerful analytics engine that mines network access logs in order to generate
trending report on various parameters. Network managers can utilize these trends to get an
overview of authentication and access activity, elaborate client access distribution, load-averages,
and analyze authentication traffic flow through various network devices

3. Ready-to-use templates that generate detailed network access reports

Insight includes several ready-to-use templates that help reduce the time associated with creating
custom reports. The templates guide users through the process of capturing data for a number of
use-cases with minimal configuration.

4. Generate Alerts upon detecting anomalous network activity

Insight also generates near real-time alerts on anomalous network activity. Network managers can
configure alerts based on a number of various parameters; alerts generate SMS or e-mail
notifications to multiple recipients to prompt action.
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2 Getting Started with Insight

2.1 Gaining access
Insight uses a Web-Based management interface.

Supported Web Browsers include:

e Mozilla Firefox 3.0 +
e  Microsoft Internet Explorer 7.0+
e Google Chrome 1.0

To reach the Insight interface, use one of the following methods

e Point the web-browser to https://<etips-host-name>/Insight

e Access eTIPS via https://<etips-host-name>/tips , click the “Avenda Insight” link on the page

e Launch the eTIPS Dashboard at https://<etips-host-name>/tips, use the “Applications” widget to
click on “Avenda Insight”

2.2 Logging into Avenda Insight
On the login screen, use the default User Name/Password [admin/eTIPS123] and click “Login” to launch the
user interface.

Username: admin
Password: I IIITIIIIT]
User Type: @ Local © Network

™
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2.3 Navigating Avenda Insight

Navigation links are located on the left side of the screen. The menu contains three sections described
below:

e Live Analytics

e Alert Viewer — Analyze alerts generated on network access E Live Analytics &)
information

e Live Analytics — Analyze trends; Slice and Dice data; Alert Viewer
Download reports Live Analytics

e Audit Viewer — View detailed audit trails & Audit Viewer

e Event Viewer — Monitor Insight Events E Event Viewer

e Configuration

e Start Here — Selection of Insight Templates bundled with the
product ﬁ Configuration (=)

e Reports — A list of Reports allowing the user to
add/edit/delete Reports

1y Start Here

e Alerts — A list of Alerts allowing the user to add/edit/delete 3 Reports
Alerts 3& Alerts
e Data Sources -A list of Data Sources allowing the user to 1z Data Sources

add/edit/delete Data Sources {¥ Messaging Setup

e  Administration
e Log Configuration — Change logging options on Insight ;"" Administration =)

e Admin Users — Edit User Name/Password of the default
administrative user

1 Log Configuration
g Admin Users

™
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3 Configuring Insight
3.1 Data Sources
Insight runs analytics on network access logs provided by an eTIPS server or external Insight archive server.

To setup a new data source, navigate to “Data Sources” under “Configuration” menu and click on the “Add”
link.

Adding eTIPS servers as a data source

Configuration Steps

To create a new Data Source
| Logout

click on the following: Insight” admin (Admin)
Configuration » Data Seurces
e Data Sources > Data Sources - * Add
° C|ICk Add Filter: | Name [+] contains l:l Show (10 [] records
# @ Name 4 Server IP Server Type Sync Timeout
‘ Show Status | Sync Now! | Delete

Configure data source
parameters:

e Select Type eTIPS Servers

e Enter Data Source Name server Type eTIPS Servers []

e Enter eTIPS Server IP address Data Source Name Primary e TIPS Server

e Enter the eTIPS SEREFI 127.0.01
administrative user name User Name admin

e Enter password for the user Password F—
configured in the previous Sync Timeout(in minutes) |60
step

. Enable for Network Login
e Click Save when done

™
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Adding an external Insight archive server as a data source

Configuration Steps

To create a new Data Source

| Logout

click on the following: Insight” adimin (Admin)
Configuration » Data Sources
* Data Sources > Data Sources - ¥ Add
e Click Add Fiter: | Name BN — Show (10 [3] records
| Name A Server IP Server Type Sync Timeout
‘ Show Status | Sync Now! | Delete |

Configure data source

parameters:

e Select type External Servers Server Type External Servers [=]
e Enter Data Source Name Data Source Name External Server
e Enter external Server’s IP Server IP 10038
e Enter the User Name used User Name Administrator
for the external server Password P Validate

e Enter password for the user
configured in the previous
step

) Server Port 8050
e Specify the Cluster Name
eTIPS Cluster Name [NYC_Cluster |
for the eTIPS cluster as : =
] Record Begin Date 2009-06-07 18:31:00
configured on the external =
Record End Date 2009-11-18 18:32:01

server

e Specify a Record Begin Date
& Record End Date
e Click Save when done

Once registered, Insight automatically updates itself and queries the data source for access logs. You can
monitor update progress by selecting the Data Source and clicking the “Show Status” button

Configuration » Data Sources

Data Sources + Add
Filter: | Name [=] contains Go Show [10 [=] records
# [ Name & Server IP Server Type Sync Timeout
1‘| [ localhost 127.0.0.1 aTIPS 80 Minutes

Showing 1-1 of 1 - Show Status | ST
Data Source Sync Status o

Server: |} =]
Status: True i
Sync Timestamp: Mowv 18, 2009 18:49:00 PST
Backup Timestamp: Mov 13, 2009 14:53:43 PST

Number of Failures: o ‘

m

Errors (if any):

™
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3.2 Configuring Messaging Options

Configure email and SMS options

Configuration Steps

To configure Email Messaging
click on:

e Messaging >
e Enter SMTP details:
e Server name
e SSL Configuration
e User name
¢ Password
e Connection timeout

Configure Short Messaging
Service (SMS):

e Use the Copy to SMS Setup
button to copy e-mail
configuration, or, provide
details on another SMTP
server

e Click Save when done

Configuration » Messaging Setup

Messaging

Configure the SMTP mail servers for email and SMS notifications :

SMTP Servers Mobile Service Providers

Email
SMTP server for email notifications
Server name: mysmip.myserver.com
User Name: smipUserName

Password: sesssssssene

Copy to SMS setup

Short-Messaging Service (SMS)
SMTP server for SMS notifications
Server name: mysmip.myserver.com
User Name: smipUserName

Password: esessscesses

O use ssL
Port:
[ Clear text Connection timeout:
[0 use ssL
Port:
[ clear text Connection timeout:

25
30

25
30

seconds

seconds
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3.3 Configuring Reports

The “Start Here” page provides network managers with a launch pad for creating reports. This page lists various
templates, each tailored for specific network access data. Modifying the templates allows each report to meet
exact requirements.

There are five (5) tabs and associated steps.

”

Configure a daily report to provide data and analytics on “Client Posture Status

Configuration Steps

To add a new Posture Report

Configuration » Start Here

click on: Start Here
e Start Here > Select a template type to configure a report
e Click Posture template RADIUS Authentication
. Report Fields: Username, Request Status, Service, Network Device, Authentication Source, Roles

RADIUS Failed Authentication
Eﬁ Report Fields: Userame, Host MAC Address, Network Device, Service, Error Code Details, Alerts

. WEBAUTH
)| Report Fields: Username, Service, Network Device, Authentication Source, Roles
WEBAUTH Failed Authentication
\ Report Fields: Userame, Host MAC Address, Network Device, Service, Error Code Details, Alerts

Posture
- I Report Fields: Usermname, Request Status, Network Device, Service, System Posture Token, OS Type, Firewall,
AntiVirus, AntiSpyware
Failed Posture
I Report Fields: Username, Request Status, Network Device, Service, System Posture Token, OS Type, Firewall,
AntiVirus, AntiSpyware

Configure report parameters:
Configuration » Reports » Add

o Name report Daily Posture Reports
Status Report Column Selector  Filters | Designer | Summary
e Enter Description Select Template: Posture B
° Private |S unchecked Name: Daily Posture Status Report
.. Description: Report on Client Posture
(makes the report visible to Status
other users) - S
e Enter e-mail addresses for Enzble Data in PDF Reports?: Yes
people that will receive ity Messaging not configured
. . Data Source: localhost El
reports and status information | e ——_s

e Select target Data Source
e Enter scheduling information fun this report e &5 g
— Choose to run this report

dally, at 1 AM 4 Back to Reports

e Click Next when done

™
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Select data fields to populate

report:

o 1 -Select all of the available
fields (reports are grouped
using multiple fields, each
presenting a unique analysis
of network access data)

e 2- Drag and Drop desired data
types from the available list
to 3 - Selected Columns

o Click Next when done

Configuration » Reports » Add

Reports

Configuration Column Selector Filters Designer Summary
Groupingliliumn: Firewall B
Anti Spyware E
3 System Posture Token - 1
Anti Virus -
Selected Column

Username®  Request Status®

Common Attributes

Operating System™ | Firewall®  Anti Virus®

Health Status

System Posture Token®

Alerts and Errors

Network Devicel  Service™

Authentication and Enforcement]

" | Request ID 9" | Roles =" | Error Code =" | Audit Posture Token|
“+* | Protocol ¥ | Enforcement Profiles “* Error Code Details ¥ | Posture Capability
¥ | Host MAC Address, 4" | Authentication Source “* | Error Group Details 9" | AntiSpyware
“* eTIPS IP 9" | Authorization Sources o  Alerts “* | Patch Agent

¥ | Authentication Status “#* | Location

2

« Back to Reports

4 | Authentication Inner Method

¥ | Authentication Outer Method

0 T

To customize filters if needed:

e From the filters tab click the
Add button to launch the
editor (the editor is context-
aware; suggested prompts
appear to assist configuration)

o Click Next when done

Configuration » Reports

Reports

» Add

Configuration Column Selector Designer Summary
Match Condition: @ Matches ALL
Filters: ‘ T
Conditions @
1. ( Protocol NOT_EQUALS Application ) -8

<€ Back to Reports

Filter Editor

@ ANy or © ALL of the following conditions:
Filters

Attribute Operator Value b
1.|Protocol EQUALS RADIUS B @
2 o @

3.| RequestiD
Request Status
Protacal
Username
Network Device
05 Type

Host MAC Address
€TIPS IP Address
Service

Save § Cancel

Roles

Enforcement Profiles
Authentication Source
Authorization Sources
Authentication Status
Authentication Inner Method
More choices

SysTens
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To customize the layout of a

report:

e The report Designer is split
into two areas:

e The Cover Page:

the logo

- Click the dotted area on
the cover page to edit th
report title and
description

e The Report Page(s):

— Click the dotted area to
edit the header and
footer

e Click Next when done

— Click the image to change

Configuration » Reports » Add
Reports

Configuration

Column Selector

Filters Summary

e

< Back to Reports.

Client Posture Report

Client Posture Report

Client Posture Report

Daily Report on Client Posture status

(<) 2009, Acme Corporation

The last step:

e The summary tab displays all
of the configuration element

e Review configuration
elements

e Click Save when done

Configuration » Reports » Add
Reports

S Configuration

Column Selector

Filters

Configuration :
Select Template:
Name:
Description:
Private?:
Enable Data in PDF Reports?:
e-mail:
Data Source:
Mode:
Column Selector :

Grouping Columns:

Filters :
Match Condition:
Filters :
Conditions

< Back to Reports

1. ( Protocol NOT_EQUALS Application )

Posture
Daily Posture Status Report
Report on Client Posture Status
No

Yes

No

localhost

Scheduled - DAILY at 1 AM

Firewall, Anti Spyware, System Posture Token, Anti Virus, Operating System

MATCHES ALL

Selected Columns: Username, Request Status, Network Device, Service, System Posture Token, Operating System, Firewall, Anti Virus

Insight Notes:

e Reports can run in a “Date Range” mode, where in Insight only extracts data for a specified date range. This
option is available in the “Schedule” section found under the “Configuration” tab.

e QOver thirty templates are included which segregate data by Protocol, Authentication, Client, Posture, Device
Administration and eTIPS specific Audit/System events

1| 5 AU
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3.4 Configuring Alerts

Alerts provide network managers with near real-time messages on anomalous network activity. Such activity could
constitute:

e Irregular authentication activity

e Irregular Network Device access activity

e Users attempting privileged commands on network devices
e Irregular activity on the eTIPS Servers

As with Reports, Alerts include templates keyed to ease configuration. These templates allow managers to quickly
configure and monitor such activity. In addition to e-mail notification, you can send alerts to mobile devices via
SMS, thus providing the capability to receive mission-critical information on the go.

Configuration Steps

To add a new Alert:

Configuration » Alerts

e Alerts > Alerts ‘ & Add

. Filter: | Name Feontans [ ] Show |10 [=] records
L]
Cl ICk Add # &' Name A Description Criticality
Delete

Configure Alert Parameters:

Configuration » Alerts

e Select RADIUS Failed Alerts
Authentications template Alieshokls | mSU BTG
Select Template: RADIUS Failed Authenticatior =
® Enter a name for the Alert Selected Columns: Username, Service, Network Device, Authentication Source, Roles, eTIPS IP Address
o Provide a description for the name: Senior Mg Fied Auths
Description: Generate alerts for 5 failed
same \uglntattempts Erum senior
mamt n = minute
e Provide an e-mail address to <-mail: networkAdmin@enterprise. com
which alerts are dispatched s 201234557 @viet com
Data Source: localhost

e Provide an SMS address to
which alerts are dispatched otk
(A list of Mobile service
providers is available on the
Messaging Setup page)

o Click Next when done

12 '5' AVENDA
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Configure Alert Thresholds:

e Conditions: Specify filters to
trigger alerts

e Threshold: Specify the
number of times this
condition must occur to
trigger an alert

e Time: Specify a window of
time in which the above set of
conditions must occur to
trigger an alert

o Alert Level: Specify a
Criticality for the Alert

Configuration » Alerts

Alerts

Configuration .i ﬂ HI H Summary

Match Condition:
Filters:
Conditions
1. ( Protocol EQUALS RADIUS }
2. ( Request Status EQUALS Failure )
3. ( Roles CONTAINS Senior_Mgmt )
Threshold Value:
Threshold Time:

Alert Level:

. Back to Alerts

© Matches ALL

o
-vE
AVE
A-T
5
1 4| Minutes [0 % Hours|g 4| Days
CRITICAL [=]

Next> § Save §l Cancel

The last step:

e Review configuration
elements

o Click Save when done

Configuration » Alerts

Alerts

Configuration Thresholds

Configuration
Select Template:
Selected Columns:
Name:
Description:
e-mail:
SMs:
Data Source:
Thresholds :
Match Condition:
Filters :
Conditions
1. ( Protocol EQUALS RADIUS )
2. ( Request Status EQUALS Failure )
3. ( Roles CONTAINS Senior_Mgmt )
Threshold Value:
Threshold Time:

Alert Level:

< Back to Alerts

RADIUS Failed Authentication

Username, Service, Network Device, Authentication Source, Roles, eTIPS IP Address
Senior Mgmt Failed Auths

Generate alerts for 5 failed login attempts from senior mgmt in a minute
networkAdmin@enterprise.com

200-123-4567@vtext.com

localhost

MATCHES ALL

5
1 minutes, 0 hours, 0 days
CRITICAL

Insight Notes:

e Alerts are generated when a particular condition is met, a given number of times in a specific window of time.
These components are reflected in the Thresholds section:

13 '5' AVENDA
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4 Insight Analytics

Insight empowers network managers to make critical network policy decisions based on authentication and access
traffic. It provides trending on network access activity, multi-tiered data and charts, enhanced slice-and-dice
capabilities, and single point of access for troubleshooting.

Launch Insight Analytics:

1. Select the report from the Reports screen, click the “Show Status” button
Configuration » Reports
Reports  Add
Started running report(s); check status for details

Filter: ‘ Name |z| contains | Show records

‘ # [F] Name 4 Description Private Mode Status ‘

Report on Client
Posture Status

Showing 1-1 of 1 Show Status

l.| Daily Posture Status Report false Scheduled SCHEDULED

OR

2. Click the report on the Live Analytics screen

Live Analytics » Live Analytics

Live Analytics - Trending

Filter: | MName |z| contains | | Show records

| # [ Name A Description Private Mode Status ‘

Report on Client
Posture Status

Showing 1-1 of 1 Show Status | Run Now!

1.| [l Daily Posture Status Report false Scheduled SCHEDULED

3. This launches the Insight Analytics Dashboard for the report

Report Status - Daily Posture Status Report Request Summary Nov-13 to Nov-20

Success Rate 100%
O Last Success Nowv 20, 2009 01:00:46 UTC
Last Failure MNowv 20, 2009 01:00:46 UTC
Begin Record Time Nov 19, 2009 18:38:38 UTC
End Record Time Mov 20, 2009 00:38:54 UTC

Number of records selected4141

more... O

Nov 13 Nov 15 Nav 17 Mov 19

|. Request Count ‘

Grouping Field: | Firewall [~] | Launch Trends Username | Request Status | Network Devies | servies
200 testradius Failure 192.168.5.214
500 4
700 4 testradius Failure 192.168.5.214
600 4
trent Success 192.168.5.214 Avend,
500 § Servicy
200
0 testradius Failure 192.168.5.214
200 4
testradius Failure 192.168.5.214
100
[
testradius Failure 192.168.5.214
-
™ iptables ™ Hone L) — v

Download Store

2008-11-19

Nov 19, 2009 19:53:29 UTC

report.csv A report.pdf

u | 2 AVENDA
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4.1 Insight Dashboard

Informational Notes: Dashboard component views

Monitor the status of current

report: Report Status - Daily Posture Status Report

° Date/time /‘)‘\_ Success Rate 50%

. Number Of records selected }\_:.:../ Last Success Mov 20, 2009 01:00:46 UTC
Ta Last Failure Nov 20, 2009 01:00:46 UTC

hd Failures (If anY) Begin Record Time Mowv 19, 2009 18:38:38 UTC

o Click the more link to see End Record Time Nowv 20, 2009 00:38:54 UTC

advanced diagnostic messages | |number of records selectedo

more... ¥ Report Run Details w

Run Time | Nov 19, 2009 19:53.29 UTC i
Report Run Date Nov 19, 2009 19:53:29 UTC [
Begin Record Time Feb 01, 2006 18:46:59 UTC
End Record Time Nov 19, 2009 18:38:38 UTC
Status true
Number of Records Selected 0
Errors Mo records matching filter

Analyze access distribution by
day: Request Summary Nov-13 to N

e Request access data is
represented for the latest
seven days

e Mouse-over a bar to see the
number of requests processed

e Click on the graph to launch
the advanced analysis window

Mov 13 Mow 15 Naow 17 MNaow 19

n Request Count

15 '\:; AVENDA
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See access request data by day:

e 1-Drag the slider to change
the time-scale and associated
data

e Mouse-over a bar to see the
exact count for a given day

e 2 -Click the bar to launch
access request distribution by
hour

Trending and Analysis L}
Daily Distribution Hourly Distribution

Daily Request Distribution from Nov-05 to Nov-20

150
170 2
160
150
150
130
120
110
100
%0
80
70
&0
50
4
30
20
10
L]

Data Grid

e Mouse-over a bar to see the
number of requests processed

e Click a bar to see relevant
data for access requests

Nov 08 Nov 13 MNov 18
] Request Count
1 m T T T
1M 2W 1w 3D 1D
1 Time Seale
See access request data by the
hour:

Daily Distribution Hourly Distribution Data Grid

Hourly Request Distribution from Nov- 14

B Request Count

16 '\:; AVENDA
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Details for previous step:

. i i (-]
1. Browse records using the
paging Wldget at the base Of Daily Distribution Hourly Distribution
2 ‘ Apply Filters =

the window
e 2 - Click Apply Filters to add

Username Reqguest Status Network Device ErViCe: System Posture Token
further constraints on this pattabh Failure 1971685010 Avenda Wireless oo
data Service
pattabhi Failure 192.168.5.219 Avenda Wireless o
Service L
001644b19320 Success 192.168.5.219 ’::s?sda unmanaged | enouwn
pattabhi Failure 192.168.5.219 Avenda Wireless |\
Service
ron Success 192.168.5.214 Avenda Wired HEALTHY
Service
pattabhi Failure 192.168.5.219 Avenda Wireless v
Service
testradius Failure 192.168.5.214 UNKNOWN
pattabhi Failure 192.168.5.219 Avenda Wireless oy
Service
pattabhi Failure 102.168.5.219 Avenda Wireless e

Service

Avanda Wiralace
< i 1 '

kel <0 showing 1 - 26 of 31 b= B _ 1

Insight Notes:
e Right-Click the header to show/hide columns
e Drag and drop columns to rearrange the grid

SysTens
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Group Summary for Trends Distribution

Analyze trends on selected

fields:
e Analyze data based on fields Grouping Field: | OS Type |ZI |~ Launch Trends
selected for the report
e Mouse-over a bar to see 500 - I
specific data for the selected 700 1
field 00 - 2
e 1 - Change drop-down value 500
to see data for different fields 400
e 2 -Click Launch Trends to 300
launch a time-based trend for 200
this field (see Time-based 100
example on page 35 for screen o
details)
. I(:Ii(:k ?]nywhdere ondgrapl'; to [ - E;crosoft Windows gy \I\;'Iiisctrgsoft Windows gy None
aunch an advanced analysis
window
View data by data field: ) ]
e Select a different field from T R ruw—n
the drop-down to cycle = A:\%gwww
through trending data I

1 Cumulative Grouping Summary Nov-13 to Nov-20

0S Type |+ Launch Trends

Grouping Field:

Cumulative G E

Firewall B
AniiSpyware .
5

AntiVirus 10

B Linux® Microsoft Windows gy Microsoft Windows g o
xP Vista

’i UNKNOWN B HEALTHY

18| O AUENDA

\ svsTEN

d



_ Avenda Systems

Launch advanced analysis:

e Mouse-over a bar to see the
number of requests

e Click on a bar to see relevant
data

Trending and Analysis o
Cumulative Distribution Daily Distribution

Cumulative Grouping Summary from Nov-13 to Nov-20

Data Grid

900 =

B peactHy B unknOowWN

5 ' > ; -
M 2w 1w 3D 1D

Time Scale

View daily details for the
selected value in previous step:
e Mouse-over a bar to see the
number of requests processed
o Click on the graph to see
relevant access requests

Trending and Analysis o
Cumulative Distribution Daily Distribution Data Grid

Daily Request Distribution from Mov-13 to Now-20 grouped by System Posture Token

2008-11-15

2009-11-17 20091119

L] Request Count

™
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Group Summary for Time-base Trending Analysis

Launch trends for a specific field

e Mouse-over a data point to
see the data for a given day

e Click the data point to see
relevant access requests

Trending and Analysis ]
Daily Distribution Data Grid

Daily Trends grouped by Nowv-13 to Nov-20

e
50
40
N
20
T,  —— —
o T y
Nov-13 Now-15 Nov-17 Nov-19

* Linux™ Microsoft Windows Vista ™ Microsoft Windows XP® None

T i
M 2w w 3D 1D

Time Scale

Dashboard view of Data grid section

Analyze live report data using

Data Grid:

e Right-click the headers to
Show/Hide columns

e Drag and Drop columns to
rearrange the grid

Data Grid

Username Reguest Status Network Device Service

testradius Failure 192.168.5.214 B

testradius Failure 192.168.5.214 =

trent Success 192.168.5.214 Avend.
Servici—

testradius Failure 192.168.5.214

testradius Failure 192.168.5.214

testradius Failure 192.168.5.214

1| 1 | 3

Dashboard view of the Download Store

20 5' AVENDA
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Download reports:

Download Store

e Select a date on the calendar
to retrieve the list of reports

e Click on the .CSV/PDF icon to I
download the report

2003-11-19 Nov 19, 2009 19:53:29 UTC = report.csv

Insight Notes:

The Insight Dashboard is drill-down enabled. Click on any of the components to launch an advanced analysis
window that lets you run complex filters on live data, that you can slice and dice to analyze trends for varying
lengths of time.

SysTens
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4.2 Alert Viewer

Insight generates alerts whenever it synchronizes with its data source. A record of alerts reside in the Alert

Viewer, which contains information such as a time-window in which the alert triggered, a count, and the

severity as configured by the administrator.

Viewing Alerts

Start the alert viewer:

e Click on alert to launch (Alert
details are launched only if the | ... ox
count is not zero) *

Live Analytics » Alert Viewer

Alert Viewer

O] —] -

Alert Level
CRITICAL

Name A
Failed RADIUS Auths

Showing 1-1 of 1

Count

show (10 [+] records

Last Trigger Time

None

Launch alert details:

o All triggered instances of this
alert are shown here

Live Analytics » Alert Viewer - Failed RADIUS Auths

Alert Viewer - Failed RADIUS Auths

Alert Details Alert Data

h displ he ti # Begin Timestamp End Timestamp Number of Matching Records
o Eac row Isp ays t e tlme 1. 2009-11-22_20:24:15:001 2009-11-22_20:25:15:001 1 |E‘
H H H H 2 2009-11-22_20:09:15:001 2009-11-22_20:10:15:001 1
window in which this alert was = =
3 2009-11-22_19:54:15:001 2009-11-22_19:55:15:001 1
trlggered’ along with the 4. 2000-11-22_10:40:15:001 2000-11-22_19:41:15:001 1
b f 5. 2009-11-22_19:25:14:001 2009-11-22_19:26:14:001 1
nu m er o access 6 2009-11-22_19:11:14:001 2009-11-22_19:12:14:001 1
requests/events 7. 2009-11-22_18:56:14:001 2009-11-22_18:57:14:001 1
5. 2000-11-22_18:41:14:001 2000-11-22_18:42:14:001 1
[ ] ClICk arow to view relevant ER 2009-11-22_18:26:13:001 2009-11-22_18:27:13:001 1
/ t d t .| 10 2009-11-22_18:11:13:001 2009-11-22_18:12:13:001 1
access even e al S 11 2009-11-22_17:56:13:001 2009-11-22_17:57:13:001 1
12. 2000-11-22_17:41:13:001 2000-11-22_17:42:13:001 1
13. 2009-11-22_17:26:12:001 2009-11-22_17:27:12:001 1
14 2009-11-22_17:12:12:001 2009-11-22_17:13:12:001 1
15 2009-11-22_16:57:12:001 2009-11-22_16:58:12:001 1
16. 2000-11-22_16:42:12:001 2000-11-22_16:43:12:001 1 i
« Back to Alerts
View access request/event
. Live Analytics > Alert Viewer - Failed RADIUS Auths
details for the selected alert: Alert Viewer - Failed RADIUS Auths
e Browse records using the PORPIIE  icrt Dato |
paging widget at the base Of Timestamp Username  Service Network Device Authentication Source Roles  eTIPS IP Address
2009-11-22 19:54:54.0 testradius 192.168.5.214 - 192.168.5.217

the window
e Logout when done

< showing 1 - 1 of 1 > ¥
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5 Summary

In this Jumpstart guide, you have configured and viewed the most common components of Avenda Insight
advanced reporting application:

e Package configuration
e Configuration of attributes
e End user deployment

You are now capable of administering an 802.1X deployment to endpoints of any type in a short timeframe, across
a wide geographic area. Subsequent configuration updates can also be “pushed” to the user community with
minimal IT helpdesk involvement.
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Notes:

Avenda Systems

3255 Scott Blvd, B2, Suite 102
Santa Clara, CA 95054
Phone: 408.748.0902
Fax: 408.748.0906

www.avendasys.com
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